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			Preface

			Microsoft Sentinel is an intelligent security service developed by Microsoft with a focus on integrating and bringing together cloud security and artificial intelligence. Microsoft Sentinel in Action will help you to gain enough understanding to make the most of Azure services to secure your environment against modern cybersecurity threats.

			During Ignite 2021, Microsoft announced that Azure Sentinel will be renamed to Microsoft Sentinel.  However, changing the name everywhere is a very time consuming task and, as of when this book was finished, the process was not yet completed.  Due to this, some images shown still show Azure Sentinel rather than Microsoft Sentinel as the name change were yet to be completed in the Azure portal, however, the functionality is still the same.

			Who this book is for

			If you are an IT professional with prior experience in other Microsoft security products and Azure and are now looking to expand your knowledge to incorporate Microsoft Sentinel, then this book is for you. Security experts using an alternative SIEM tool who want to adopt Microsoft Sentinel as an additional service or as a replacement will also find this book useful. 

			What this book covers

			Chapter 1, Getting Started with Microsoft Sentinel, includes an overview of the cloud security architecture as we see it today. This information lays a foundation for understanding what a modern Security Operations Center (SOC) is and why Microsoft Sentinel plays a key role. We will focus on the specific components needed to create a SOC platform and how Microsoft Sentinel brings all the data together to provide a central analysis and action capability. 

			Chapter 2, Azure Monitor – Introduction to Log Analytics , focuses on the creation of the Azure Log Analytics workspace, which is where we store all the log data for Microsoft Sentinel to analyze. This is an important first step in configuring Microsoft Sentinel.

			Chapter 3, Managing and Collecting Data, teaches you how to collect data, manage the data to prevent overspend, and query the data for useful information as part of your threat hunting and other security activities.

			Chapter 4, Integrating Threat Intelligence with Microsoft Sentinel, explains the options available for adding threat intelligence feeds to Microsoft Sentinel to enable the security team to have a greater understanding of the potential threats against their environment. Threat intelligence feeds add contextual information to the data gathered from logs across the organization.

			Chapter 5, Using the Kusto Query Language, provides an introduction to the Kusto Query Language (KQL) and has some sample queries for you to work out for yourself.

			Chapter 6, Microsoft Sentinel Logs and Writing Queries, expands on the skills learned in Chapter 5, Using the Kusto Query Language, to create useful Microsoft Sentinel queries to discover anomalous behaviors and patterns of activity.

			Chapter 7, Creating Analytic Rules, teaches you how to take KQL queries and use them to create Microsoft Sentinel analytic rules to create incidents.

			Chapter 8, Creating and Using Workbooks, explains the concept of workbooks, how to use workbook templates, how to edit an existing workbook, and how to create your own workbook.

			Chapter 9, Incident Management, discusses Microsoft Sentinel incidents, what they are, how to manage them, and how to investigate them.

			Chapter 10, Configuring and Using Entity Behavior, teaches you another way of obtaining more information about your incident by using Entity behavior.

			Chapter 11, Threat Hunting in Microsoft Sentinel, discusses Microsoft Sentinel hunting queries and how to use them and touches upon Jupyter notebooks.

			Chapter 12, Creating Playbooks and Automation, provides an overview of Microsoft Sentinel playbooks and will discuss using the Microsoft Sentinel trigger and actions to perform automations.

			Chapter 13, ServiceNow Integration for Alerts and Case Management, expands upon what was learned in Chapter 12, Creating Playbooks and Automation, to provide a step-by-step guide on how to create a workflow that creates a ServiceNow ticket from an Microsoft Sentinel alert. These same steps could be modified to work with any ticketing agent.

			Chapter 14, Operational Tasks for Microsoft Sentinel, will provide some operational guidance on various tasks that should be performed daily, weekly, monthly, and as needed.

			Chapter 15, Constant Learning and Community Contribution, will finish the book by offering guidance on where to get the latest information and how to contribute to the community that is growing to support the development and sharing of security-related information and techniques.

			To get the most out of this book

			We recommend that you have access to an Azure environment where you have the proper rights to create your Micosoft Sentinel environment. Prior usage of the Azure portal would also be beneficial.
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			Download the color images

			We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: https://static.packt-cdn.com/downloads/9781801815536_ColorImages.pdf.

			Conventions used

			There are a number of text conventions used throughout this book.

			Code in text: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "In the following example, when looking at the rows where the state is NORTH CAROLINA, all the columns other than State and duration will be empty since the NCEvents table only has the State and duration columns."

			A block of code is set as follows:

			let FLEvents = StormEvents

			| where State == "FLORIDA";

			let NCEvents = StormEvents

			| where State == "NORTH CAROLINA"

			| project State, duration = EndTime - StartTime;

			NCEvents | union FLEvents

			Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "To run the samples for this chapter, you will need to expand the Samples logs on the left-hand side of the screen and then select StormEvents."

			Any command line input or output is written as follows:

			StormEvents

			| distinct State

			| order by State asc

			Tips or Important Notes

			Appear like this.

			Get in touch

			Feedback from our readers is always welcome.

			General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

			Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/support/errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

			Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

			If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.

			Share Your Thoughts

			Once you've read Microsoft Sentinel in Action, we'd love to hear your thoughts! Please click here to go straight to the Amazon review page for this book and share your feedback.

			Your review is important to us and the tech community and will help us make sure we're delivering excellent quality content.

		

	


		
			Section 1: Design and Implementation

			In this section, you will get an overview of Microsoft Sentinel, including the current cloud landscape, the cloud security reference framework, Security Operations Center (SOC) platform components, and how to map the architecture. You will also learn about the Azure Monitor Log Analytics resource, including planning your Log Analytics instance, how to create a new instance, and attaching it to Microsoft Sentinel.

			This section contains the following chapters:

			
					Chapter 1, Getting Started with Microsoft Sentinel

					Chapter 2, Azure Monitor – Introduction to Log Analytics

			

		

	


		
			Chapter 1: Getting Started with Microsoft Sentinel

			Welcome to the first chapter in this book about Microsoft Sentinel. To understand why this solution was developed and how best to use it in your organization, we need to explore the cloud security landscape and understand each of the components that may feed data into, or extract insights from, this system. We also need to gain a baseline understanding of what a strong Security Operations Center (SOC) architecture looks like, and how Microsoft Sentinel is going to help build the foundations for a cost-effective and highly automated cloud security platform.

			In this chapter, we will cover the following topics:

			
					The current cloud security landscape

					The cloud security reference framework

					SOC platform components

					Mapping the SOC architecture

					Security solution integrations

					Cloud platform integrations

					Private infrastructure integrations

					Service pricing for Microsoft Sentinel

					Scenario mapping

			

			The current cloud security landscape

			To understand your security architecture requirements, you must first ensure that you have a solid understanding of the IT environment that you are trying to protect. Before deploying any new security solution, there is a need to map out the solutions that are currently deployed and how they protect each area of the IT environment. The following list provides the major components of any modern IT environment:

			
					End user habits that are counter-productive to security endeavors

					Identity for the authentication and authorization of access to systems

					Networks to gain access to internal resources and the internet

					Storage and compute in the data center for internal applications and sensitive information

					End user devices and the applications they use to interact with data

					And in some environments, you can include Industrial Control Systems (ICS) and the Internet of Things (IoT)

			

			When we start to look at the threats and vulnerabilities for these components, we quickly find ourselves deep in the alphabet soup of problems and solutions.
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			Figure 1.1 – The alphabet soup of cybersecurity

			This is by no means an exhaustive list of the potential acronyms available. Understanding these acronyms is the first hurdle; matching them to the appropriate solutions and ensuring they are well deployed is another challenge altogether (a table of these acronyms can be found in the appendix of this book).

			The cloud security reference framework

			To assist with the discovery and mapping of current security solutions, we developed the cloud security reference framework. The following diagram is a section of this framework that provides the technical mapping components, and you can use this to carry out a mapping of your own environment:
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			Figure 1.2 – Technical mapping components; the cloud security reference framework

			Each of these 12 components is described in the following list, along with some examples of the types of solutions to consider as they relate to integration with Microsoft Sentinel and the rest of your security architecture:

			
					Security Operations Center: At a high level, this includes the following technologies and procedures: log management and Security Incident and Event Monitoring (SIEM), Security Orchestration and Automated Response (SOAR), vulnerability management, threat intelligence, incident response, and intrusion prevention/detection. This component is explored further in the Mapping the SOC architecture section later in this chapter.

					Productivity Services: This component covers any solution currently in use to protect the business productivity services that your end users rely on for their day-to-day work. This may include email protection, SharePoint Online, OneDrive for Business, Box, Dropbox, Google apps, and Salesforce. Many more will appear in the future, and most of these should be managed through a Cloud Access Security Broker (CASB) solution.

					Identity and Access Management: Identities are among the most important entities to track. Once an attacker gains access to your environment, their main priority is to find the most sensitive accounts and use them to exploit systems further. In fact, identity is usually one of the first footholds in your IT environment, usually through a successful phishing attack. A simple resolution is to implement multi-factor authentication, ensuring that even if a password is stolen (or guessed), the attacker would need multiple attempts to access the system.

					Client Endpoint Management: This component covers a wide range of endpoints, from desktops and laptops to mobile devices and kiosk systems, all of which should be protected by specialized solutions such as Endpoint Detection and Response (EDR), Mobile Device Management (MDM), and Mobile Application Management (MAM) solutions to ensure protection from advanced and persistent threats against the operating systems and applications. This component also includes secure printing, managing peripherals, and any other device that an end user may interact with, such as the future of virtual reality/augmentation devices.

					Cloud Access Security Broker (CASB): This component has been around for several years and is finally becoming a mainstay of modern cloud security infrastructure due to the increased adoption of cloud services. The CASB is run as a cloud solution that can ingest log data from Software as a Service (SaaS) applications and firewalls and will apply its own threat detection and prevention solutions. Information coming from the CASB will be consumed by the SIEM solution to add to the overall picture of what is happening across your diverse IT environment.

					Perimeter Network: One of the most advanced components, when it comes to cybersecurity, must be the perimeter network. This used to be the first line of defense and for some companies still is the only line of defense. That is changing now, and we need to be aware of the multitude of options available; from external-facing advanced firewalls, web proxy servers, and application gateways to virtual private networking solutions and secure DNS, this component will also include protection services such as Distributed Denial of Service (DDoS), Web Application Firewall (WAF), and intrusion protection/detection services.

					IoT and Industrial Control Systems: ICS are usually operated and maintained in isolation from the corporate environment, known as the Information Technology/Operational Technology (IT/OT) divide. These are highly bespoke systems that may have existed for decades and are not easily updated or replaced. The networks and devices may be highly sensitive to any latency or attempts to scan; instead, the recommended approach is passive monitoring of network traffic.The reference to IoT is different, yet similar; in these systems, there will be a lot of small devices that collect data and control critical business functions without working on the same network. Some of these devices can be smart to enable automation; others are single-use (vibration or temperature sensors). The volume and velocity of data that can be collected from these systems can be very high. If useful information can be gained from the data, then consider filtering the information before ingesting it into Microsoft Sentinel for analysis and short- or long-term retention.


					Private Cloud Infrastructure: This may be hosted in local server rooms, a specially designed data center, or hosted with a third-party provider. The technologies involved in this component will include storage, networks, internal firewalls, and physical and virtual servers. The data center has been the mainstay of many companies for the last 2-3 decades, but most are now transforming into hybrid solutions, combining the best of cloud (public) and on-premises (private) solutions. The key consideration here is how much of the log data you can collect and transfer to the cloud for Microsoft Sentinel ingestion. We will cover data connectors more in Chapter 3, Managing and Collecting Data.Active Directory is a key solution that should also be included in this component. It will be extended to public cloud infrastructure (component 09) and addressed in the Privileged Access Management section (component 10). The best defense for Azure Active Directory is to deploy the Microsoft Defender for Identity solution, which Microsoft developed to specifically protect Active Directory domain controllers.


					Public Cloud Infrastructure: These solutions are now a mainstay of most modern IT environments, beginning either as an expansion of existing on-premises virtualized server workloads, a disaster recovery solution, or an isolated environment created and maintained by the developers. A mature public cloud deployment will have many layers of governance and security embedded into the full life cycle of creation and operations. This component may include Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) services; each public cloud service provider offers its own security protections that can be integrated into Microsoft Sentinel.

					Privileged Access Management: This is a critical component, not to be overlooked, especially in terms of gaining access to the SOC platform and associated tools. The Privileged Access Management (PAM) capability ensures all system-level access is highly governed, removing permissions when not required, and making a record of every request for elevated access. Advanced solutions will ensure password rotation for service accounts, management of shared system accounts (including SaaS services such as Twitter and Facebook), and the rotation of passwords for the local administrator accounts on all computers and servers. For the SOC platform, consider implementing password vaults and session recording for evidence gathering.

					Cloud Workload Protection Platform: This component may also be known as Cloud Security Posture Management (CSPM), depending on the view of the solution developed. This is a relatively new area for cloud security and is still maturing.Whatever they are labeled as, these solutions address the same problems: how do you know that your workloads are configured correctly across a hybrid environment and protect the resources within each of those environments? This component will also include any DevOps tools implemented to orchestrate the deployment and ongoing configuration management of solutions deployed to private and public cloud platforms. This solution should be capable of continuously scanning for, and potentially enforcing, configuration compliance with multiple regulatory and industry-standard frameworks.


					Information Security: This component is critical to securing data at rest and in transit, regardless of the storage: endpoint, portable, or cloud storage. This component is important to cover secure collaboration, digital rights management, securing email (in conjunction with component 02, (Productivity Services), scanning for regulated data, and other sensitive information.

			

			The cloud security reference framework is meant to be a guide to what services are needed to secure your cloud implementation. In the next section, we will look at the SOC in more detail.

			SOC platform components

			As described earlier, the SOC platform includes a range of technologies to assist with the proactive and reactive procedures carried out by various teams. Each of these solutions should help the SOC analysts to perform their duties at the most efficient level to ensure a high degree of protection, detection, and remediation.

			The core components of the SOC include log management and SIEM, SOAR, vulnerability management, threat intelligence, and incident response. All these components are addressed by the deployment of Microsoft Sentinel. Additional solutions will be required, and integrated, for other SOC platform capabilities such as intrusion prevention/detection, file integrity monitoring, and disaster recovery.

			An SOC deployment using Microsoft Sentinel comprises the following components:

			
					Azure Monitor Log Analytics workspaces are created for data collection and analysis. These were originally created to ensure a cloud-scale log management solution for both cloud-based and physical data center-based workloads. Once the data is collected, a range of solutions can then be applied to analyze the data for health, performance, and security considerations. Some solutions were created by Microsoft, and others were created by partners.

					Microsoft Sentinel was developed to address the need for a cloud-native solution as an alternative to existing server-based SIEM solutions that have become a mainstay of security and compliance over the last decade. Microsoft Sentinel is built upon the existing services of Azure Monitor and Log Analytics. It is also integrated with other services such as Logic Apps and Azure Data Explorer.The popularity of cloud services provides some key advantages, including reduced storage costs, rapid scale compute, automated service maintenance, and continuous improvement as Microsoft creates new capabilities based on customer and partner feedback.
One of the immediate benefits of deploying Microsoft Sentinel is rapid enablement without the need for costly investment in the supporting infrastructure, such as servers, storage, and complex licensing. The Microsoft Sentinel service is charged based on data consumption, per gigabyte per month. This allows the initial deployment to start small and grow as needed until full-scale deployment and maturity can be achieved.
Ongoing maintenance is also simplified as there are no servers to maintain or licenses to renew. You will want to ensure regular optimization of the solution by reviewing the data ingestion and retention for relevance and suitability. This will keep costs reasonable and improve the quality of data used for threat hunting.


					Logic Apps provides integration with a vast array of enterprise solutions, ensuring workflows are connected across the multiple cloud platforms and to existing on-premises solutions. This is a core part of the integration and automation (SOAR) capabilities of the platform.

			

			Logic Apps is a standards-based solution that provides a robust set of capabilities. You can also use third-party SOAR solutions if you have already invested in one of those platforms.

			The SOC platform components are a starting point, but there may be several other services you will want to deploy in your SOC implementation. In the next section, we will look at an approach to mapping the SOC architecture's current state and requirements.

			Mapping the SOC architecture

			To implement a cohesive technical solution for your SOC platform, you will need to ensure that the following components are reviewed and thoroughly implemented. This is best done on a routine basis and incorporates regularly testing for the strength of each capability using penetration testing experts that will provide feedback and guidance to help improve any weaknesses.

			Log management and data sources

			The first component of an SOC platform is the gathering and storing of log data from a diverse range of systems and services across your IT environment. This is where you need careful planning to ensure that you are collecting and retaining the most appropriate data. Some key considerations we can borrow from other well-documented big data guidance are listed here:

			
					Variety: You need to ensure you have data feeds from multiple sources to gain visibility across the spectrum of hardware and software solutions across your organization.

					Volume: Too large a volume and you could face some hefty ingestion and storage fees; too small and you could miss some important events that may lead to preventing you from fully analyzing a breach.

					Velocity: Collecting real-time data is critical to reducing response times, but it is also important that the data is processed and analyzed in real time too.

					Value/veracity: The quality of data is important to understand the meaning; too much noise will hamper investigations.

					Validity: The accuracy and integrity must be verified to ensure that the right decisions can be made.

					Volatility: How long is the data useful for? Not all data needs to be retained long term; once analyzed, some data can be dropped quickly.

					Vulnerability: Some data is more sensitive than other data, and when collected and correlated together in one place, can become an extremely valuable data source to a would-be attacker.

					Visualization: Human interpretation of data requires some level of visualization. Understanding how you will show this information to the relevant audience is a key requirement for reporting.

			

			Microsoft Sentinel provides a range of data connectors to ensure that all types of data can be ingested and analyzed. Securing Azure Monitor will be covered in Chapter 2, Azure Monitor – Introduction to Log Analytics, and connector details will be available in Chapter 3, Managing and Collecting Data.

			Operations platforms

			Traditionally, a SIEM was used to look at all log data and reason over it, looking for any potential threats across a diverse range of technologies. Today, there are multiple platforms available that carry out self-monitoring and alerting functionality, like the way a SIEM would work, except they are designed with a specific focus on a particular area of expertise. Each platform may carry out its own log collection and analysis, provide specific threat intelligence and vulnerability scanning, and make use of machine learning algorithms to detect changes in user and system behavior patterns. If they are advanced systems, they will also provide a level of automated response in reaction to the threats detected.

			The following solutions each have a range of capabilities built in to collect and analyze logs, carry out immediate remediations, and report their findings to the SIEM solution for further investigation and cross-analysis:

			
					Identity and Access Management (IAM): The IAM solution may be made up of multiple solutions, combined to ensure the full life cycle management of identities from creation to destruction. The IAM system should include governance actions, such as approvals, attestation, and the automated cleanup of group membership and permissions management. IAM also covers the capability of implementing multi-factor authentication: a method of challenging the sign-in process to provide more than a simple combination of user ID and password. All actions carried out by administrators and user-driven activities should be recorded and reported to the SIEM for context and end user behavior analytics.Modern IAM solutions will also include built-in user behavior analytics to detect changes in baseline patterns, suspicious activities, and the potential of insider-threat risks. These systems should also be integrated with a CASB solution to provide session-based authentication controls, which is the ability to apply further restrictions if the intent changes or access to higher-sensitivity actions is required. Finally, every organization should implement privileged access management solutions to control access to sensitive systems and services.


					Endpoint Detection and Response (EDR): Going beyond anti-virus and anti-malware, a modern endpoint protection solution will include the ability to detect and respond to advanced threats as they occur. Detection will be based not only on signature-based known threats but also on patterns of behavior and integrated threat intelligence. Detection expands from a single machine to complete visibility across all endpoints in the organization, both on the network and roaming across the internet.Response capabilities will include the ability to isolate the machine from the network, to prevent the further spread of malicious activities, while retaining evidence for forensic analysis and providing remote access for investigators. The response may also trigger other actions across integrated systems, such as mailbox actions to remove threats that are executed via email or removing access to specific files on the network to prevent further execution of malicious code.
Many companies have already invested in an EDR solution due to their effectiveness in reducing the risk of intrusion via advanced attacks. The trend now is to mature this implementation and focus on Extended Detection and Response (XDR) platforms: an XDR solution will include EDR, IAM, CASB, and several other solutions integrated to ensure complete attack chain detection and response capabilities. 


					CASB: A CASB is now a critical component in any cloud-based security architecture. With the ability to ingest logs from network firewalls and proxy servers, as well as connecting to multiple cloud services via their APIs, the CASB has become the first point of collation for many user activities across the network, both on-premises and when directly connected to the internet. This also prevents the need to ingest these logs directly into the SIEM (saving on costs) unless there is a need to directly query these logs rather than pivoting from the SIEM to the CASB portal to carry out an investigation.A CASB will come with many connectors for deep integration into cloud services, as well as connection to the IAM system to help govern access to other cloud services (via Single Sign-On (SSO)), acting as a reverse proxy and enforcing session-based controls. The CASB will also provide many detection rule templates to deploy immediately, as well as offering the ability to define custom rules for an almost infinite set of use cases unique to your organization. The response capabilities of the CASB are dependent on your specific integrations with the relevant cloud services; these can include the ability to restrict or revoke access to cloud services, prevent the upload or download of documents, or hide specific documents from the view of others.


					Cloud Workload Protection Platform (CWPP): The CWPP may also be known as a Cloud Security Posture Management (CSPM) solution. Either of these will provide the unique capability of scanning and continuously monitoring systems to ensure that they meet compliance and governance requirements. This solution provides a centralized method for vulnerability scanning and for carrying out continuous audits across multiple cloud services (such as Amazon Web Services (AWS) and Microsoft Azure), while also centralizing policies and remediation actions. Resources within these services can be protected by implementing policies and technologies including Just In Time (JIT) access and Attack Surface Reduction (ASR).When these solutions are deployed, it is one less capability that we need the SIEM to provide; instead, it can take a feed from the service to understand the potential risk and provide an integration point for remediation actions.


					Next-Generation Firewall (NGFW): Firewalls have been the backbone of network security since the 1980s and remain a core component of the segmentation and isolation of internal networks, as well as acting as the front door for many internet-facing services. With NGFW, not only do you get all the benefits of previous firewall technologies, but now you can carry out deep packet inspection for the application layer security and integrated intrusion detection/prevention systems. The deployment of NGFW solutions will also assist with the detection and remediation of malware and advanced threats on the network, preventing the spread to more hosts and network-based systems.

			

			As you can see from these examples, the need to deploy a SIEM to do all the work of centrally collecting and analyzing logs is in the past. With each of these advanced solutions deployed to manage their specific area of expertise, the focus of SIEM changes to look for common patterns across the solutions as well as monitoring those systems that are not covered by these individual solutions. With Microsoft Sentinel as the SIEM, it will also act as the SOAR, enabling a coordinated response to threats across each of these individual solutions, preventing the need to re-engineer them all each time there is a change in requirements for alerting, reporting, and responding.

			Threat intelligence and threat hunting

			Threat intelligence adds additional context to the log data collected. Knowing what to look for in the logs and how to identify serious events requires a combination of threat hunting skills and the ongoing intelligence feed from a range of experts that are deep in the field of cybercrime research. Much of this work is augmented by Artificial Intelligence (AI) platforms; however, a human touch is always required to add that gut-feeling element that many detectives and police officers will tell you they get from working their own investigations in law enforcement.

			SOC mapping summary

			The following diagram provides a summary of the multiple components that come together to help to make up the SOC architecture, with some additional thoughts when implementing each one:
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			Figure 1.3 – The SOC mapping summary

			This solution works best when there is a rich source of log data streaming into the log management solution, tied in with data feeds coming from threat intel and vulnerability scans and databases. This information is used for discovery and threat hunting and may indicate any issues with configuration drift. The core solutions of the SOC operations include the SIEM, CASB, and EDR, among others, each with its own End User Behavior Analytics (EUBA) and SOAR capabilities. Integrating these solutions is a critical step in minimizing the noise and working toward improving the speed of response. The outcome should be the ability to report accurately on the current risk profile, compliance status, and clearly communicate in situations that require an immediate response and accurate data.

			Security solution integrations

			Microsoft Sentinel is designed to work with multiple security solutions, not just those that are developed by Microsoft.

			At the most basic level, log collection and analysis are possible from any system that can transmit its logs via the Syslog collectors. More detailed logs are available from those that support CEF-encoded Syslog endpoints that share Windows event logs. The preferred method, however, is to have direct integration via APIs to enable two-way communication and help to manage the integrated solutions. More details relating to these options are included in Chapter 3, Managing and Collecting Data.

			Common Event Format (CEF)

			CEF is an industry-standard format applied to Syslog messages, used by most security vendors to ensure commonality between platforms. Microsoft Sentinel provides integrations to easily run analytics and queries across CEF data. For a full list of Microsoft Sentinel CEF source configurations, review the article at https://aka.ms/SentinelGrandlist.

			Microsoft is continually developing integration options. At the time of writing, the list of integrated third-party solution providers includes the following:
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			Table 1.1 – Data connector list of companies

			As you can see from this list, many of the top security vendors are available directly in the portal. Microsoft Sentinel provides the ability to connect to a range of security data sources with built-in connectors, ingest the log data, and display dashboards using pre-defined workbooks.

			Cloud platform integrations

			One of the key reasons you might be planning to deploy Microsoft Sentinel is to manage the security of your cloud platform deployments. Instead of sending logs from the cloud provider to an on-premises SIEM solution, you will likely want to keep that data off your local network, to save on bandwidth usage and storage costs.

			Let's now look at how some of these platforms can be integrated with Microsoft Sentinel.

			Integrating with Amazon Web Services (AWS)

			AWS provides API access to most features across the platform, which enables Microsoft Sentinel to be a rich integration solution. The following list provides some of the common resources that should be integrated with Microsoft Sentinel if enabled in an AWS account(s):

			
					AWS CloudTrail logs provide insights into AWS user activities, including failed sign-in attempts, IP addresses, regions, user agents, and identity types, as well as potentially malicious user activities with assumed roles.

					AWS CloudTrail logs also provide network-related resource activities, including the creation, update, and deletion of security groups, network access control lists (ACLs) and routes, gateways, elastic load balancers, Virtual Private Cloud (VPC), subnets, and network interfaces.

			

			Some resources deployed within an AWS account(s) can be configured to send logs directly to Microsoft Sentinel (such as Windows event logs). You may also deploy a log collector (Syslog, CEF, or Logstash) within an AWS account(s) to centralize the log collection, the same as you would for a private data center.

			Integrating with Google Cloud Platform (GCP)

			Google provides API access to most features of both GCP and the G Suite solution. G Suite Connector is currently in development. If you are managing either a G Suite or a GCP instance and want to use Microsoft Sentinel to secure them, you should consider the following options (until a fully supported connector is available): 

			
					REST API—this feature is still in development; when released, it will allow you to create your own investigation queries.

					Deploy a CASB solution that can interact with GCP logs, control session access, and forward relevant information to Microsoft Sentinel.

					Deploy a log collector such as Syslog, CEF, or Logstash. Ensure that all deployed resources can forward their logs via the log collector to Microsoft Sentinel.

			

			Integrating with Microsoft Azure

			The Microsoft Azure platform provides direct integration with many Microsoft security solutions, and more are being added every month:

			
					Azure Active Directory, for collecting audit and sign-in logs to gather insights about app usage, Conditional Access policies, legacy authentication, self-service password reset usage, and the management of users, groups, roles, and apps.

					Azure Active Directory Identity Protection, which provides user and sign-in risk events and vulnerabilities, with the ability to remediate these risks immediately.

					Azure Activity, for insights into subscription-level events such as Azure Resource Manager, service health, write operations on resources, and the status of activities performed in Azure.

					Azure DDoS Protection, for the protection of web services that could be susceptible to attack through DDoS.

					Microsoft Defender, the integrated CWPP for security management across Azure, AWS, GCP, and hybrid deployments.

					Microsoft Defender for IoT, for insights into the IoT and OT networks with recommendations based on the severity of the risk.

					Azure Firewall, the managed, cloud-based network security service to protect Azure Virtual Networks.

					Microsoft Information Protection, to classify and optionally protect sensitive information.

					Azure Key Vault, for securely storing and accessing secrets including API keys, passwords, certificates, or cryptographic keys.

					Azure Kubernetes Service (AKS), an open source, fully managed container orchestration service to manage and deploy Docker containers.

					Azure SQL Database, a fully managed PaaS database engine. This connector lets you stream the audit and diagnostic logs into Microsoft Sentinel.

					An Azure storage account, a cloud solution for modern data storage scenarios.

					DNS, to improve investigations for clients that try to resolve malicious domain names, talkative DNS clients, and other DNS health-related events.

					Dynamics 365, for insights into admin, user, and support activities on this platform.

					Microsoft 365 Defender, a consolidation of multiple connectors (Endpoint, Identity, Office 365, and Microsoft Cloud App Security (MCAS)).

					Microsoft Defender for Cloud Apps, to gain visibility into connected cloud apps (SaaS), cloud services (IaaS and PaaS), and an analysis of firewall and proxy logs.

					Microsoft Defender for Endpoint, a security platform designed to prevent, detect, investigate, and respond to advanced threats across all client devices.

					Microsoft Defender for Identity, to gain visibility of the events and user analytics on Active Directory domain controllers.

					Microsoft Defender for Office 365, to provide insights into ongoing user activities, such as file downloads, access requests, changes to group events, and mailbox activity. This solution also protects advanced attacks in emails (such as phishing and whaling), Teams, SharePoint Online, and OneDrive for Business.

					Threat intelligence – TAXII, a service to ingest TAXII v2.0- and v2.1-compatible data sources to enable monitoring, alerting, and hunting using threat intelligence.

					Microsoft threat intelligence platforms, for integration with the Microsoft Graph Security API data sources: This connector is used to send threat indicators from Microsoft and third-party threat intelligence platforms.

					Windows Firewall, if enabled on your servers and clients (recommended).

					Azure WAF, to protect applications from common web vulnerabilities such as SQL injection and cross-site scripting.

			

			Microsoft makes many of these log sources available to Microsoft Sentinel for no additional log storage charges, which could provide a significant cost saving when considering other SIEM tool options.

			Other cloud platforms will provide similar capabilities, so review the options as part of your ongoing due diligence across your infrastructure and security landscape.

			Whichever cloud platforms you choose to deploy, we encourage you to consider deploying suitable CWPP and CSPM solutions to provide additional protections against misconfiguration and compliance violations. These solutions can then forward events to Microsoft Sentinel for central reporting, alerting, and remediation.

			In the next section, we will look at how you can integrate with private or on-premises infrastructure to ensure full coverage of your IT estate.

			Private infrastructure integrations

			The primary method of integration with your private infrastructure (such as an on-premises data center) is the deployment of native connectors, where supported. The next logical step is to deploy the new Azure Monitor Agent (AMA) for those services that can support it. Otherwise, the remaining on-premises services can forward their logs' Syslog servers, which act as data collectors. While endpoints can be configured to send their data to Microsoft Sentinel directly, you will likely want to centralize the management of this data flow. The key consideration for this deployment is the management of log data volume; if you are generating a large volume of data for security analytics, you will need to transmit that data over your internet connections (or private connections such as ExpressRoute).

			The Syslog data collectors can be configured to reduce the load by filtering the data, but a balance must be found between the volume and velocity of data collected to have sufficient available bandwidth to send the data to Microsoft Sentinel. Investment in increased bandwidth should be considered to ensure adequate capacity based on your specific needs.

			A second method of integration involves investigation and automation to carry out actions required to understand and remediate any issues found. Automation may include the deployment of Azure Automation to run scripts, or through third-party solution integration, such as a SOAR platform, depending on the resources being managed.

			Keep in mind that should your private infrastructure lose connectivity to the internet, your systems will not be able to communicate with Microsoft Sentinel during the outage. Investments in redundancy and fault tolerance should be considered.

			In the next section, we will discuss the pricing options for Microsoft Sentinel.

			Service pricing for Microsoft Sentinel

			There are several components to consider when pricing Microsoft Sentinel:

			
					A charge for ingesting data into Log Analytics

					A charge for running the data through Microsoft Sentinel

					Retention of data, past the initial 90-day default retention allowance

					Charges for running Logic Apps for Automation (optional)

					Charges for running your own machine learning models (optional)

					The cost of running any VMs for data collectors (optional)

			

			The cost of Azure Monitor and Microsoft Sentinel is calculated by how much data is consumed, which is directly impacted by the connectors: which type of information you connect to and the volume of data each node generates. This may vary each day throughout the month as changes in activity occur across your infrastructure and cloud services. Some customers notice a change based on their customer sales fluctuations, or when they come under a DDoS attack.

			The pricing is also influenced by how long the data is retained within Microsoft Sentinel. The default is 90 days but can be extended to up to 2 years. Most security operations require between 6 and 12 months of hot data retention. After the set retention period, use Azure Data Explorer (ADX) to retain data for as long as required (up to 99 years).

			The initial pricing option is to use Pay as You Go (PAYG). With this option, you pay a fixed price per Gigabyte (GB) ingested, charged on a per-day basis. Microsoft has provided the option to commit to varying volume tiers and receive discounts in return based on larger volumes of data.

			It is worth noting that Microsoft has made available some connectors that do not incur a data ingestion cost. The data from these connectors could account for 10-20% of your total data ingestion, which reduces your overall costs. Currently, the following data connectors are not charged for ingestion (generally the free ingestion is for alerts only; some connectors do provide the full data ingestion). The details are here: https://azure.microsoft.com/en-us/pricing/details/azure-sentinel/#faq.

			
					Azure Activity (activity logs for Azure operations)

					Azure Active Directory Identity Protection (for tenants with Azure Active Directory P2 licenses)

					Microsoft Information Protection

					Microsoft Defender

					Azure Security Center

					Microsoft 365 Defender

					Microsoft Defender for Cloud Apps

					Microsoft Defender for Endpoint

					Microsoft Defender for Office 365

					Microsoft Defender for Identity

					Office 365 audit logs (all Teams, Exchange admin, and SharePoint activity logs)

			

			The pricing works by charging on a PAYG basis for each day, based on actual data consumption. There are capacity commitment tiers available to provide discount pricing when the volume of data ingested regularly reaches the reservation limits:

			
					100 GB

					200 GB

					300 GB

					400 GB

					500 GB

					1,000 GB (1 TB)

					2,000 GB (2 TB)

					5,000 GB (5 TB)

			

			With capacity reservation, a fixed price is paid for the data each day at that tier, then charges are incurred at a PAYG price for each GB over that tier amount. The PAYG pricing is set to the same amount as the committed tier discount price. When you work out the calculations for the pricing tiers, it makes financial sense to increase to the next tier when you reach the point where the reservation is cheaper than paying PAYG pricing, which is between 50 and 80%. 

			For example, if you are ingesting an average of 130 GB per day, you will pay for the first 100 GB at a fixed price per GB, and then pay a PAYG price per GB for the additional 30 GB (example per day = $296). Now, if you increase your daily usage to 185 GB, you will save money by increasing your plan to the 200 GB option (example per day = $276) and paying for the extra capacity, instead of paying for the 100 GB (fixed) + 85 GB (PAYG) (total per day = $384.80).

			When you look at the amount of data you are using, you may see a trend toward more data being consumed each month as you expand the solution to cover more of your security landscape. As you approach the next tier, you should consider changing the pricing model; you have the option to change once every 30 days.

			The next area of cost management to consider is retention and long-term storage of the Microsoft Sentinel data. By default, the preceding pricing includes 90 days of retention. For some companies, this is enough to ensure visibility over the last 3 months of activity across their environment; for others, there will be a need to retain this data for longer, sometimes between 2 and 7 years depending on regulatory requirements in your country or industry. There are two primary ways of maintaining data long term, and both should be considered and chosen based on price and technical requirements:

			
					Azure Monitor: This is the native storage for Microsoft Sentinel and provides a default hot storage option of 90 days, which can be upgraded to store the hot data for up to 2 years.Pros: The data is available online and in Azure Monitor, enabling direct queries using KQL searches, and the data can be filtered to only retain essential information.
Cons: This is likely the most expensive option per GB compared to the other options.


					Azure Data Explorer (ADX): This solution can maintain data indefinitely; pricing is based on a combination of the volume of data and the amount of compute required to carry out searching. Generally, this will be one-tenth of the cost of Microsoft Sentinel for long-term storage.Pros: The data is available online and in Azure, enabling direct queries using KQL searches. The data can be filtered to only retain essential information.
Cons: This is a separate service and requires some initial configuration and integration effort for unsupported tables.


					Other storage options: Cloud-based or physical-based storage solutions can be used to store the data indefinitely, usually enabled by sending data via Event Hubs or Azure Storage.Pros: Cheaper options are available from a variety of partners.
Cons: Additional charges will be made if data is sent outside of Azure, and the data cannot be queried by Microsoft Sentinel. Using this data requires another solution to be implemented to query the data when required.


			

			Each of these components is highly variable across deployments, so you will need to carry out this research as part of your design. Also, research the latest region availability and ascertain whether Microsoft Sentinel is supported in the various government clouds, such as in China.

			Scenario mapping

			For the final section of this chapter, we are going to look at an important part of SOC development: scenario mapping. This process is carried out on a regular basis to ensure that tools and procedures are tuned for effective analysis and have the right data flow and that responses are well defined to ensure appropriate actions are taken upon detection of potential and actual threats. To make this an effective exercise, we recommend involving a range of different people with diverse skill sets and viewpoints, both technical and non-technical. You can also involve external consultants with specific skills and experience in threat hunting, defense, and attack techniques.

			The following process is provided as a starting point. We encourage you to define your own approach to scenario mapping and improve it each time the exercise is carried out.

			Step 1 – defining the new scenarios

			In this first step, we articulate one scenario at a time; you may want to use a spreadsheet  or other documentation methods to ensure information is gathered, reviewed, and updated as required:

			
					Impact analysis: This will be the summary of the complete analysis, based on the next components. You may want to provide a scoring system to ensure that the implementation of security controls is handled in priority order, based on the severity of the potential impact.

					Risk versus likelihood: While some scenarios would have a high risk of catastrophe if they were to occur, we must also balance that risk with the potential of them occurring. Risk calculations help to justify the budget and controls required to mitigate the risk but keep in mind that you are unlikely to achieve complete mitigation, and there is always a need to prioritize the resources you have, to implement the controls.

					Cost and value estimate: Estimate the value of the resource to your organization and the cost to protect it. This may be a monetary value or percentage of the IT security budget, or it could be some other definable metric such as time and effort. If the cost outweighs the value, you may need to find a more affordable way to protect the resource.

					Systems impacted: Create a list of the systems that are most likely to be targeted to get to the resources and information in one or many scenarios (primary systems) and a list of the other systems that could be used or impacted when attacking the primary systems (these are secondary systems). By understanding the potential attack vectors, we can make a map of the targets and ensure they are being monitored and protected.

					People impacted: For each scenario, list the relevant business groups, stakeholders, and support personnel that would be involved or impacted by a successful attack. Ensure that all business groups can contribute to this process and articulate their specific scenarios. Work with stakeholders and support personnel to ensure clear documentation for escalation and resolution.

				
			

			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
			
		




















































	

OEBPS/image/B17594_Figure_1.2.jpg
01

Security
Operations
Center

02
Productivity Services
03 05
Identity and Access Management Cloud
Access
07 04 Security
Client Endpoint Management Broker
IoT and
Industrial

Control Systems

06
Perimeter Network

08

(0]
Private Cloud Infrastructure | Public Cloud Infrastructure

10 Pprivileged Access 11
Management

Cloud Workload
Protection Platform

12

Information
Security






OEBPS/Fonts/MinionPro-Bold.otf


OEBPS/Fonts/MyriadPro-Semibold.otf


OEBPS/toc.xhtml

		
		Contents


			
						Microsoft Sentinel in Action
					
								Second Edition


					


				


						Contributors


						About the authors


						About the reviewers


						Preface
					
								Who this book is for


								What this book covers


								To get the most out of this book


								Download the color images


								Conventions used


								Get in touch


								Share Your Thoughts


					


				


						Section 1: Design and Implementation


						Chapter 1: Getting Started with Microsoft Sentinel
					
								The current cloud security landscape


								The cloud security reference framework


								SOC platform components


								Mapping the SOC architecture
							
										Log management and data sources


										Operations platforms


										Threat intelligence and threat hunting


										SOC mapping summary


							


						


								Security solution integrations


								Cloud platform integrations
							
										Integrating with Amazon Web Services (AWS)


										Integrating with Google Cloud Platform (GCP)


										Integrating with Microsoft Azure


							


						


								Private infrastructure integrations


								Service pricing for Microsoft Sentinel


								Scenario mapping
							
										Step 1 – defining the new scenarios


										Step 2 – explaining the purpose


										Step 3 – the kill chain stage


										Step 4 – which solution will perform detection?


										Step 5 – what actions will occur instantly?


										Step 6 – severity and output


										Step 7 – what action should the analyst take?


							


						


								Summary


								Questions


								Further reading


					


				


						Chapter 2: Azure Monitor – Introduction to Log Analytics
					
								Technical requirements


								Introduction to Azure Monitor Log Analytics
							
										Planning a workspace


							


						


								Creating a workspace using the portal


								Creating a workspace using PowerShell or the CLI
							
										Creating an Azure Resource Management template


										Using PowerShell


										Using the CLI


										Exploring the Overview page


							


						


								Managing permissions for the workspace


								Enabling Microsoft Sentinel


								Exploring the Microsoft Sentinel Overview page
							
										The header bar


										The summary bar


										The Events and alerts over time section


										The Recent incidents section


										The Data source anomalies section


										The Potential malicious events section


										The Democratize ML for your SecOps section


							


						


								Connecting your first data source
							
										Obtaining information from Azure virtual machines


							


						


								Advanced settings for Log Analytics
							
										Agents management


										The Agents configuration options


										Computer Groups


							


						


								Summary


								Questions


								Further reading


					


				


						Section 2: Data Connectors, Management, and Queries


						Chapter 3: Managing and Collecting Data
					
								Choosing data that matters


								Understanding connectors
							
										Native connections – service to service


										Direct connections – service to service


										API connections


										Agent-based


							


						


								Configuring Microsoft Sentinel connectors


								Configuring Log Analytics storage options
							
										Calculating the cost of data ingestion and retention


							


						


								Reviewing alternative storage options


								Summary


								Questions


								Further reading


					


				


						Chapter 4: Integrating Threat Intelligence with Microsoft Sentinel
					
								Introduction to TI


								Understanding STIX and TAXII


								Choosing the right intel feeds for your needs


								Implementing TI connectors
							
										Enabling the data connector


										Registering an app in Azure AD


										Configuring the MineMeld TI feed


										Confirming the data is being ingested for use by Microsoft Sentinel


							


						


								Summary


								Questions


								Further reading


					


				


						Chapter 5: Using the Kusto Query Language (KQL)
					
								Running KQL queries


								Introduction to KQL commands
							
										Tabular operators


							


						


								Query statements
							
										The let statement


							


						


								Scalar functions
							
										The ago() function


							


						


								String operators


								Summary


								Questions


								Further reading


					


				


						Chapter 6: Microsoft Sentinel Logs and Writing Queries
					
								An introduction to the Microsoft Sentinel Logs page


								Navigating through the Logs page
							
										The page header


										The Tables pane


										The Queries pane


										The Functions pane


										The Filter pane


										The KQL code window


										Running a query


										The Results window


										Learn more


							


						


								Writing a query
							
										The billable data ingested


										Map view of logins


										Other useful tables


							


						


								Summary


								Questions


								Further reading


					


				


						Section 3: Security Threat Hunting


						Chapter 7: Creating Analytic Rules
					
								An introduction to Microsoft Sentinel Analytics
							
										Types of analytic rules


										Navigating through the Analytics home page


							


						


								Creating an analytic rule
							
										Creating a rule from a rule template


										Creating a new rule using the wizard


							


						


								Managing analytic rules


								Summary


								Questions


								Further reading


					


				


						Chapter 8: Creating and Using Workbooks
					
								An overview of the Workbooks page
							
										The workbook header


										The Templates view


										Workbook detail view


										Missing required data types


										Saved template buttons


							


						


								Walking through an existing workbook


								Creating workbooks
							
										Creating a workbook using a template


										Creating a new workbook from scratch


							


						


								Editing a workbook
							
										Advanced editing


							


						


								Managing workbooks


								Workbook step types
							
										Text


										Query


										Metric


										Parameters


										Links/tabs


										Groups


										Advanced Settings


										Style


							


						


								Summary


								Questions


								Further reading


					


				


						Chapter 9: Incident Management
					
								Using the Microsoft Sentinel Incidents page
							
										The header bar


										The summary bar


										The search and filtering section


										Incident listing


										Incident details pane


										Using the Actions button


							


						


								Exploring the full details page
							
										The Timeline tab


										The Alerts tab


										The Bookmarks tab


										The Entities tab


										The Comments tab


							


						


								Investigating an incident
							
										Showing related alerts


										The Timeline button


										The Info button


										The Entities button


										The Insights button


										The Help button


							


						


								Summary


								Questions


								Further reading


					


				


						Chapter 10: Configuring and Using Entity Behavior
					
								Introduction to Microsoft Sentinel Entity behavior


								Enabling Entity behavior


								Overview of the Entity behavior page
							
										The header bar


										The search section


										Entities with alerts


							


						


								Overview of the Entity behavior details page
							
										Identifying information


										Notable events


										Insights


							


						


								Creating Entity behavior queries
							
										Header bar


										Activities list


										Activity details pane


										Adding a new activity


							


						


								Summary


								Questions


								Further reading


					


				


						Chapter 11: Threat Hunting in Microsoft Sentinel
					
								Introducing the Microsoft Sentinel Hunting page
							
										The header bar


										The summary bar


										The hunting queries list


										Hunting query details pane


							


						


								Working with Microsoft Sentinel hunting queries
							
										Adding a new query


										Editing a query


										Cloning a query


										Deleting a query


										Adding to Livestream


										Creating an analytics rule


							


						


								Working with livestream


								Working with bookmarks
							
										Creating a bookmark


										Viewing bookmarks


										Associating a bookmark with an incident


							


						


								Using Microsoft Sentinel notebooks
							
										The header bar


										The summary bar


										The notebook list


										The notebook details pane


							


						


								Creating a workspace


								Performing a hunt
							
										Developing a premise


										Determining data


										Planning a hunt


										Executing an investigation


										Responding


										Monitoring


										Improving


							


						


								Summary


								Questions


								Further reading


					


				


						Section 4: Integration and Automation


						Chapter 12: Creating Playbooks and Automation
					
								Introduction to Microsoft Sentinel playbooks


								Introduction to Microsoft Sentinel Automation
							
										The header bar


										The summary bar


										Automation rules listing


							


						


								Adding a new automation rule


								Playbook pricing


								Types of playbooks


								Overview of the Microsoft Sentinel connector


								Exploring the Playbooks tab
							
										Logic app listing


							


						


								Logic app settings page
							
										The menu bar


										The header bar


										The essentials section


										The Runs history section


							


						


								Creating a new playbook


								Using the Logic Apps Designer page
							
										The Logic Apps Designer header bar


										The Logic Apps Designer workflow editor section


							


						


								Creating a simple Microsoft Sentinel playbook


								Summary


								Questions


								Further reading


					


				


						Chapter 13: ServiceNow Integration for Alert and Case Management
					
								A brief history of Microsoft Sentinel and ServiceNow integration
							
										Integrating Microsoft Sentinel with ServiceNow ITSM using Microsoft Sentinel Logic Apps


										Integrating Azure security alert sources (not just Sentinel) with ServiceNow Security Incident Response via the Microsoft Graph Security API


										Integrating Microsoft Sentinel with ServiceNow Security Incident Response via an API directly to Microsoft Sentinel


							


						


								Steps to integrate Microsoft Sentinel with ServiceNow
							
										Configuring the Microsoft Azure portal


										Installing the Microsoft Sentinel integration plugin in ServiceNow


										Configuring the ServiceNow Sentinel plugin to authenticate to Microsoft Sentinel


										Creating profiles in the ServiceNow Sentinel integration plugin


							


						


								Summary


					


				


						Section 5: Operational Guidance


						Chapter 14: Operational Tasks for Microsoft Sentinel
					
								Dividing SOC duties
							
										SOC engineers


										SOC analysts


							


						


								Operational tasks for SOC engineers
							
										Daily tasks


										Weekly tasks


										Monthly tasks


										Ad hoc tasks


							


						


								Operational tasks for SOC analysts
							
										Daily tasks


										Weekly tasks


										Monthly tasks


										Ad hoc tasks


							


						


								Summary


								Questions


					


				


						Chapter 15: Constant Learning and Community Contribution
					
								Official resources from Microsoft
							
										Official documentation


										Tech community – blogs


										Tech community – forums


										Feature requests


										LinkedIn groups


										Other resources


							


						


								Resources for SOC operations
							
										MITRE ATT&CK® framework


										National Institute of Standards for Technology (NIST)


							


						


								Using GitHub
							
										GitHub for Microsoft Sentinel


										GitHub for community contribution


							


						


								Specific components and supporting technologies
							
										Kusto Query Language


										Jupyter Notebook


										Machine learning with Fusion


										Azure Logic Apps


							


						


								Summary


					


				


						Assessments
					
								Chapter 1


								Chapter 2


								Chapter 3


								Chapter 4


								Chapter 5


								Chapter 6


								Chapter 7


								Chapter 8


								Chapter 9


								Chapter 10


								Chapter 11


								Chapter 12


								Chapter 14


								Why subscribe?


					


				


						Other Books You May Enjoy
					
								Work with AKS (Azure Kubernetes Service) and use it with service mesh technologies to design a microservices hosting platform 


								Packt is searching for authors like you


								Share Your Thoughts


					


				


			


		
		
		Landmarks


			
						Cover


						Table of Contents


			


		
	



OEBPS/Fonts/MinionPro-Regular.otf


OEBPS/image/B17594_Table_1.1.jpg
Agari Akamai Alcide

Alsid Amazon AWS Apache

Aruba Networks Barracuda BETTER Mobile
Beyond Security Blackberry Broadcom (Symantec)
Check Point Cisco Citrix Systems Inc.
CyberArk Darktrace ESET

ExtraHop Networks F5 Networks Forcepoint
ForgeRock Inc. Fortinet Google

Mlusive Imperva Juniper
Morphisec Netskope NXLog

Okta Onapsis One Identity LLC.
Orca Security Palo Alto Networks Perimeter 81
Proofpoint Pulse Secure Qualys

Salesforce SonicWall Sophos

Squadra Technologies | Squid Thycotic, Inc
Trend Micro Vectra Al VMware

WireX Systems Zimperium Zscaler






OEBPS/Fonts/MinionPro-BoldIt.otf


OEBPS/Fonts/CourierStd-Bold.otf


OEBPS/Fonts/MinionPro-It.otf


OEBPS/Fonts/MyriadPro-Light.otf


OEBPS/Fonts/MyriadPro-Regular.otf


OEBPS/image/B17594_Figure_1.3.jpg
Operations
Communications
E—

Platform

» Intel Curation
i
Automation

|

N e
EXN el
Analytics

Securty

Orchestration

MFD i

Lo ] Log Management Response Incident Response
oo Gotecion | e
B
:
Manual Discovery

Platform

. Use Cases / Scenarios

Red Team / Blue Team [ Action |
[ o |






OEBPS/Fonts/MyriadPro-SemiboldIt.otf


OEBPS/Fonts/CourierStd.otf


OEBPS/image/Cover.png
Microsoft Sentinel
in Action

Second Edition

Architect, design, implement, and operate Microsoft
Sentinel as the core of your security solutions

Richard Diver | Gary Bushey | John Perkins )





OEBPS/image/Image85810.jpg





OEBPS/image/B17594_Figure_1.1.jpg
The Alphabet Soup of Cyber Security

PROBLEMS

EmmE 55

I E5l |

wm [l A BN Y |

0

. g .
@
@

DDoS c2 PHI PII

s § o5 J






OEBPS/image/B17594_Preface_Table1.jpg
Software/hardware covered in the book

OS requirements

Active Azure subscription

Windows, Mac OS,or Linux (any)






