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Network forensics is a subset of digital forensics that deals with network attacks and their investigation. In the era of network attacks and malware threats, it's now more important than ever to have the skills required to investigate network attacks and vulnerabilities.

Hands-On Network Forensics starts with the core concepts within network forensics, including coding, networking, forensics tools, and methodologies for forensic investigations. You'll then explore the tools used for network forensics, followed by understanding how to apply those tools to a PCAP file and write the accompanying report. In addition to this, you will understand how statistical flow analysis, network enumeration, tunneling and encryption, and malware detection can be used to investigate your network. Toward the end of this book, you will discover how network correlation works and how to bring all the information from different types of network devices together.

By the end of this book, you will have gained hands-on experience of performing forensic analysis tasks.
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This book is aimed at incident responders, network engineers, analysts, forensic engineers, and network administrators who want to extend their knowledge beyond that of a beginner to a level where they understand the science behind network protocols and the critical indicators in an incident, and are able to conduct a forensic search over the wire.



            

            
        
    
        

                            
                    What this book covers

                
            
            
                
Chapter 1, Introducing Network Forensics, lays the network forensics base for you and will focus on the key concepts that will aid in understanding network anomalies and behavior.

Chapter 2, Technical Concepts and Acquiring Evidence, focuses on developing some fundamental knowledge and insights into network forensics. This chapter will discuss the IP suite, the collection of evidence, and internetworking through hands-on practical exercises.

Chapter 3, Deep Packet Inspection, focuses on key concepts related to widely used protocols, such as Dynamic Host Configuration Protocol (DHCP), Simple Mail Transfer Protocol (SMTP), and Hyper Text Transfer Protocol (HTTP).

Chapter 4, Statistical Flow Analysis, demonstrates statistical flow analysis, collection and aggregation, and protocols and flow record export protocols.

Chapter 5, Combatting Tunneling and Encryption, focuses on network tunneling, its concepts, and an analysis from the perspective of network forensics.

Chapter 6, Investigating Good, Known, and Ugly Malware, focuses on malware forensics over an infected network by making use of various tools and techniques. It discusses many modern malware examples, their modus operandi, and focuses on developing skills in investigating network behavior and patterns in relation to malware.

Chapter 7, Investigating C2 Servers, focuses on Command and Control (C2) servers, their execution over the network, widely used C2 ecosystems, and the most critical identifiers to look for while working with C2-based malware.

Chapter 8, Investigating and Analyzing Logs, primarily focuses on working with a variety of log types and gathering inputs to ultimately aid your network forensics exercises.

Chapter 9, WLAN Forensics, highlights critical concepts in relation to Wi-Fi forensics, and discusses various packet structures and sources of evidence while familiarizing you with finding rogue access points and identifying attack patterns.

Chapter 10, Automated Evidence Aggregation and Analysis, focuses on developing scripts, tools, segregation techniques, and methodologies for automation while processing a large evidence set. This chapter also highlights the insights of reading network packets and PCAP through programming while automating manual techniques.



            

            
        
    



        

                            
                    To get the most out of this book

                
            
            
                
The book details practical forensic approaches and explains techniques in a simple manner. The content is organized in a way that allows a user who only has basic computer skills to examine a device and extract the required data. A Windows computer would be helpful to successfully repeat the methods defined in this book. Where possible, methods for all computer platforms are provided.



            

            
        
    
        

                            
                    Download the color images

                
            
            
                
We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it here: http://www.packtpub.com/sites/default/files/downloads/9781789344523_ColorImages.pdf.



            

            
        
    
        

                            
                    Conventions used

                
            
            
                
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "We can see that the MDNS protocol communicates over port 5353."

A block of code is set as follows:

#!/usr/bin/env python
# Author: Nipun Jaswal
from prettytable import PrettyTable
import operator
import subprocess

Any command-line input or output is written as follows:

SET global general_log = 1;

Bold: Indicates a new term, an important word, or words that you see on screen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Similarly, if you need to open a packet-capture file, you can press the

Open button, browse to the capture file, and load it in the Wireshark tool."

Warnings or important notes appear like this.

Tips and tricks appear like this.
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Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packt.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in, and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.
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Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.
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The information within this book is intended to be used only in an ethical manner. Do not

use any information from the book if you do not have written permission from the owner

of the equipment. If you perform illegal actions, you are likely to be arrested and

prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if

you misuse any of the information contained within the book. The information herein must

only be used while testing environments with proper written authorizations from

appropriate persons responsible.
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This section focuses on the basics of network forensics while covering essential concepts, tools, and techniques involved in executing a network forensic investigation.

The following chapters will be covered in this section:


	Chapter 1, Introducing Network Forensics

	Chapter 2, Technical Concepts and Acquiring Evidence





            

            
        
    



        

                            
                    Introducing Network Forensics

                
            
            
                
Network forensics is one of the sub-branches of digital forensics where the data being analyzed is the network traffic going to and from the system under observation. The purposes of this type of observation are collecting information, obtaining legal evidence, establishing a root-cause analysis of an event, analyzing malware behavior, and so on. Professionals familiar with digital forensics and incident response (DFIR) know that even the most careful suspects leave traces and artifacts behind. But forensics generally also includes imaging the systems for memory and hard drives, which can be analyzed later. So, how do network forensics come into the picture? Why do we need to perform network forensics at all? Well, the answer to this question is relatively simple.

Let's consider a scenario where you are hunting for some unknown attackers in a massive corporate infrastructure containing thousands of systems. In such a case, it would be practically impossible to image and analyze every system. The following two scenarios would also be problematic:


	Instances where the disk drives may not be available

	Cases where the attack is in progress, and you may not want to tip off the attackers



Whenever an intrusion or a digital crime happens over the wire, whether it was successful or not, the artifacts left behind can help us understand and recreate not only the intent of the attack, but also the actions performed by the attackers.

If the attack was successful, what activities were conducted by the attackers on the system? What happened next? Generally, most severe attacks, such as Advanced Package Tool (APT), ransomware, espionage, and others, start from a single instance of an unauthorized entry into a network and then evolve into a long-term project for the attackers until the day their goals are met; however, throughout this period the information flowing in and out of the network goes through many different devices, such as routers, firewalls, hubs, switches, web proxies, and others. Our goal is to identify and analyze all these different artifacts. Throughout this chapter, we will discuss the following:


	Network forensics methodology

	Sources of evidence

	A few necessary case studies demonstrating hands-on network forensics





            

            
        
    
        

                            
                    Technical requirements

                
            
            
                
To perform the exercises covered in this chapter, you will require the following:


	A laptop/desktop computer with an i5/i7 processor or any other equivalent AMD processor with at least 8 GB RAM and around 100 GB of free space.

	VMware Player/VirtualBox installation with Kali OS installed. You can download it from https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/.

	Installing Wireshark on Windows: https://www.wireshark.org/docs/wsug_html_chunked/ChBuildInstallWinInstall.html.

	Netcat From Kali Linux (already installed).

	Download NetworkMiner from https://www.netresec.com/?page=Networkminer.

	The PCAP files for this chapter, downloaded from https://github.com/nipunjaswal/networkforensics/tree/master/Ch1.



Every investigation requires a precise methodology. We will discuss the popular network forensics methodology used widely across the industry in the next section.

To install Wireshark on Windows, go to https://www.wireshark.org/docs/wsug_html_chunked/ChBuildInstallWinInstall.html.



            

            
        
    
        

                            
                    Network forensics investigation methodology

                
            
            
                
To assure accurate and meaningful results at the end of a network forensic exercise, you, as a forensic investigator, must follow a rigid path through a methodological framework. This path is shown in the following diagram:



Obtain, Strategize, Collect, Analyze, and Report (OSCAR) is one such framework that ensures appropriate and constant results. Let's look at each phase from a network forensics point of view:


	Obtain information: Obtaining information about the incident and the environment is one of the first things to do in a network forensics exercise. The goal of this phase is to familiarize a forensic investigator with the type of incident. The timestamps and timeline of the event, the people, systems, and endpoints involved in the incident—all of these facts are crucial in building up a detailed picture of the event. 

	Strategize: Planning the investigation is one of the critical phases in a network forensics scenario, since logs from various devices can differ in their nature; for example, the volatility of log entries from a firewall compared with that of details such as the ARP of a system would be very different. A good strategy would impact the overall outcome of the investigation. Therefore, you should keep the following points in mind while strategizing the entire forensics investigation process:

	Define clear goals and timelines

	Find the sources of evidence

	Analyze the cost and value of the sources

	Prioritize acquisition

	Plan timely updates for the client








	Collect: In the previous phase, we saw how we need to strategize and plan the acquisition of evidence. In the collect phase, we will go ahead and acquire the evidence as per the plan; however, collecting the evidence itself requires you to document all the systems that are accessed and used, capturing and saving the data streams to the hard drive and collecting logs from servers and firewalls. Best practices for evidence collection include the following:

	Make copies of the evidence and generate cryptographic hashes for verifiability

	Never work on the original evidence; use copies of the data instead

	Use industry-standard tools

	Document all your actions





	Analyze: The analysis phase is the core phase where you start working on the data and try your hands at the riddle. In this phase, you will make use of multiple automated and manual techniques using a variety of tools to correlate data from various sources, establishing a timeline of events, eliminating false positives, and creating working theories to support evidence. We will spend most of the time in this book discussing the analysis of data.

	Report: The report that you produce must be in layman's terms—that is, it should be understood by non-techie people, such as legal teams, lawyers, juries, insurance teams, and so on. The report should contain executive summaries backed by the technical evidence. This phase is considered one of the essential stages, since the last four steps need to be explained in this one.



For more on OSCAR methodology, you can visit https://www.researchgate.net/figure/OSCAR-methodology_fig2_325465892.
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Network evidence can be collected from a variety of sources and we will discuss these sources in the next section. The sources that we will be discussing are:


	Tapping the wire and the air

	CAM table on a network switch

	Routing tables on routers

	Dynamic Host Configuration Protocol logs

	DNS server logs

	Domain controller/ authentication servers/ system logs

	IDS/IPS logs

	Firewall logs

	Proxy Server logs





            

            
        
    
        

                            
                    Tapping the wire and the air

                
            
            
                
One of the purest and most raw forms of information capture is to put taps on network and optical fiber cables to snoop on traffic.

 Many commercial vendors provide network taps and SPAN ports on their devices for snooping where they will forward all traffic seen on the particular port to the analyzer system. The technique is shown in the following diagram:



In the case of WLAN or Wi-Fi, the captures can be performed by putting an external wireless receptor into promiscuous mode and recording all the traffic for a particular wireless access point on a particular channel. This technique is shown in the following diagram:







            

            
        
    
        

                            
                    CAM table on a network switch

                
            
            
                
Network switches contain content-addressable memory tables that store the mapping between a system's MAC address and the physical ports. In a large setup, this table becomes extremely handy, as it can pinpoint a MAC address on the network to a wall-jacked system, since mappings are available to the physical ports. Switches also provide network-mirroring capabilities, which will allow the investigators to see all the data from other VLANs and systems.



            

            
        
    
        

                            
                    Routing tables on routers

                
            
            
                
Routing tables in a router maps ports on the router to the networks that they connect. The following table is a routing table. These tables allow us to investigate the path that the network traffic takes while traveling through various devices:



Most of the routers have inbuilt packet filters and firewall capabilities as well. This means that they can be configured to log denied or certain types of traffic traveling to and from the network.



            

            
        
    
        

                            
                    Dynamic Host Configuration Protocol logs

                
            
            
                
Dynamic Host Configuration Protocol (DHCP) servers generally log entries when a specific IP address is assigned to a particular MAC address, when a lease was renewed on the network, the timestamp it renewed, and so on, thus having significant value in network forensics. The following screenshot of the router's DHCP table presents a list of dynamically allocated hosts:





            

            
        
    
        

                            
                    DNS servers logs

                
            
            
                
Name server query logs can help understand IP-to-hostname resolution at specific times. Consider a scenario where, as soon as a system got infected with malware on the network, it tried to connect back to a certain domain for command and control. Let's see an example as follows:



We can see in the preceding screenshot that a DNS request was resolved for malwaresamples.com website and the resolved IP address was returned.

Having access to the DNS query packets can reveal Indicators of Compromise for a particular malware on the network while quickly revealing the IP address of the system making the query, and can be dealt with ease.



            

            
        
    
        

                            
                    Domain controller/authentication servers/ system logs

                
            
            
                
Authentication servers can allow an investigator to view login attempts, the time of the login, and various other login-related activities throughout the network. Consider a scenario where a group of attackers tries to use a compromised host to log into the database server by using the compromised machine as a launchpad (pivoting). In such cases, authentication logs will quickly reveal not only the infected system, but also the number of failed/passed attempts from the system to the database server.



            

            
        
    
        

                            
                    IDS/IPS logs

                
            
            
                
From a forensic standpoint, intrusion detection/prevention system logs are the most helpful. IDS/IDPS logs provide not only the IP address, but also the matched signatures, on-going attacks, malware presence, command-and-control servers, the IP and port for the source and destination systems, a timeline, and much more. We will cover IDS/IPS scenarios in the latter half of this book.



            

            
        
    
        

                            
                    Firewall logs

                
            
            
                
Firewall logs provide a detailed view of activities on the network. Not only do firewall solutions protect a server or a network from unwanted connections, they also help to identify the type of traffic, provide a trust score to the outbound endpoint, block unwanted ports and connection attempts, and much more. We will look at firewalls in more detail in the upcoming chapters.



            

            
        
    
        

                            
                    Proxy server logs

                
            
            
                
Web proxies are also one of the most useful features for a forensic investigator. Web proxy logs help uncover internal threats while providing explicit detail on events such as surfing habits, the source of web-based malware, the user's behavior on the network, and so on.

Since we now have an idea about the various types of logs we can consider for analysis, let us quickly familiarize ourselves on the basics of Wireshark.



            

            
        
    
        

                            
                    Wireshark essentials

                
            
            
                
Readers who are familiar with the basics of Wireshark can skip this section and proceed with the case studies; however, readers who are unfamiliar with the basics or who need to brush up on Wireshark essentials, can feel free to continue through this section. Let's look at some of the most basic features of Wireshark. Look at the following screenshot:



Wireshark

Once we execute Wireshark, we are presented with a screen similar to the preceding picture. On the left-hand side, we have a list of the available interfaces to capture packets from. In the middle, we have recent packet capture files and on the right- hand side, we have online help and user guides. To start a new packet-capture, you can select an interface, such as Ethernet, if you are connected over the wire, or Wi-Fi, if you are connected on a wireless network. Similarly, if you need to open a packet-capture file, you can press the Open button, browse to the capture file, and load it in the Wireshark tool. Let's capture packets from the wireless interface by selecting Wi-Fi and pressing the Start button, as shown in the following screenshot:



We can see from the preceding screenshot that we have various types of packets flowing on the network. Let's understand TCP conversations, endpoints, and basic Wireshark filters in the upcoming sections.
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.168.1.5

166 04:24:32.8152 192

Tp-LinkT_1d:a0:71 ARP
ZioncomT_e7:b0:54 ARP
36.110. 236. 239 TCcP

6903 80

Save VPS  UpdateCheck  Live Data  Data(POSt)  HTTP UP Fllet GET GET ftp

Info

6913-443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

Multicast Listener Report Message v2

standard query 0x835b A crl.globalsign.net

standard query response 0x835b CNAME global.prd.cdn.globalsign.com CNAME cdn.globalsigncdn. com. cdn. ¢
6914-80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

80-6914 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1452 SACK_PERM=1 WS=1024

6914-80 [ACK] Seq=1 Ack=1 Win=66560 Len=0

GET /root-r2.crl HTTP/1.1

80-6914 [ACK] Seq=1 Ack=212 Win=30720 Len=0

HTTP/1.1 304 Not Modified

6914-80 [ACK] Seq=212 Ack=337 Win=66304 Len=0

who has 192.168.1.5? Tell 192.168.1.1

192.168.1.5 is at f4:f2:6d:1d:a0:71
6903-80 [FIN, ACK] Seq=l Ack=1l Win=260 Len=0

173 04:24:33.9859172
174 04:24:33.9872172
175 04:24:33.9873 192
176 04:24:33.9873172
177 04:24:33.9875192
178 04:24:33.9975172

.217.31.14 192.
.217.31.14 192.
.168.1.5 172.
.217.31.14 192.
.168.1.5 172.
.217.31.14 192.

168.1.5 TLSVL.Z
168.1.5 TLSVL.
217.31.14 TCP
168.1.5 TLSVL.Z
217.31.14 TLSVL.Z
168.1.5 TP

443 6886
443 6886
6886 443
443 6886
6886 443
443 6886

% Frame 1: 85 bytes on wire (680 bits), 85 bytes captured (680 bits) on interface 0
@ Ethernet II, Src: ZioncomT_e7:b0:54 (78:44:76:e7:b0:54), Dst: Tp-LinkT_1d:a0:71 (f4:f2:6d:1d:a0:71)
@ Internet Protocol version 4, Src: 34.209.167.192 (34.209.167.192), Dst: 192.168.1.5 (192.168.1.5)

% Transmission Control Protocol, Src Port: 443 (443), Dst Port: 6888 (6888), seq: 1, Ack: 1, Len: 31

@ Secure sockets Layer

0000 11110100 11110010
0008 01110110 11100111
0010 00000000 01000111
0018 11011110 00011011
0020 00000001 00000101

01101101 00011101 10100000
10110000 01010100 00001000
11100011 01010110 01000000
00100010 11010001 10100111
00000001 10111011 00011010

@ ™ |Wi-Fi 2: <live capture in progress> File: C:\Users\Apex\,

Packets: 178

01110001 01111000
00000000 01000101
00000000 00101101
11000000 11000000
11101000 10101001

. Displayed: 178 (100.0%)

01000100
00000000
00000110
10101000
11001010

..m..qxD
V..T..E.
.G, Ve,

Application Data
Application pata
6886-443 [ACK] Seq=1 Ack=99 win=258 Len=0
Application pata

application pata

443-6886 [ACK] Seq=145 Ack=47 Win=267 Len=0

Profile: Default





OEBPS/assets/7322eb83-cd02-4aa6-a6ce-ba06a979a875.png
Fie Edt View Go Caplue Anabze Ststisics Teephony Toos Intemals Help

Soeams BAXT A+*9TE EE QaQanD g¥8x 8

Jenanneloftes | [ s Fien [ Fames ] wirees s

Vlepreson..  Clr gy Swe WS UpdseCheck  Lwe  Dsa  DwaBOS) HTIP  WFle G G fip

Decryption Keys..

The World's Most Popular Network Protocol Anlyzer

.
WIRESHARK  verson 1127 (1,12
L e e

Interface List
© e e
et
4 strt
) Ehemer
w2
¥ VMare Network Adapter VMnet|
2 VMare Network Adapter VMnets
% VMuere Network Adspter VMnet2
1 Whare Netwerk Adooter hinets
@ Capture Options

Capture Help

How to Capture
R ——
Network Media

P ———

[ Open o Website
e sy ot [
Open ecent:

5 User's Guide
CAUsers\Aped DesktopNew pcsp 996 KB) o e o v o)
\ApeAppData\Local Temp RarSD1a0 564 delegaton < [t found]

Users Apec Dovioadl Levei2ewdsKi peap ot found @ Security

Users\Apec\Diopbo...t Thrd Edton Chapter

ket peapng [t found] [ON—
CAUsen\AperDesitopkuchhiumiaho [not found]
s\Aped Desktop Networ N

Useri Apec Dowloads\orgina-01.co Inot found]

Users\Apec\Downloadsf.cap [not found]

User\Aper Destop\PeapOrgnale

peap notfound
5\Apex Dsktop|Pcap\FakeBeacons pcsp not

@ Sample Captures.

e asrman o e cape e o s






OEBPS/assets/13bf2b6c-6870-49d0-b798-7beb02858724.png
DHCP Clients Table

Host Name IP Address MAC Address Remaining Lease Time (in seconds)
‘android-73355629bd9b62e5 192.168.12 34:b€:00:2d:01:06 26518
iPad 192.168.1.3 54:09:63:82:645 24818
iPhone 192.168.1.4 70£0:87:bf:17:ab 22451
XboxOne 192.168.1.6 30:59:07:€5:9:89 27815
Apex 192.168.1.7 2¢:33:6177:23:€f 26599
Lucideuss-MBP 192.168.1.8 8c:85:90.74feree 25825
Chromecast 192.168.1.9 54:60:00:84:3f:24 19346
DESKTOP-PESQ21S 192.168.1.10 b0:10:41:c8:46:df 25062

Refresh Close






OEBPS/assets/f25440fd-a1f7-4ba0-bf87-60b0c1dcecf0.png





OEBPS/assets/b81ac88f-f4e5-4ea3-95b7-b6967a5d7bb1.png
Hands-On
Network

Forensics

Nipun Jaswal





OEBPS/assets/99c4eaf9-a092-4eb1-8116-65d4bdb0d5cc.png
1

1
469 0.00142200102.168.1. .168.1.1 54504 53 Standard query 0x9Cdl AAAA malwaresamples. com
473 0.06258100192.168.1. .168.1.1 54504 53 standard query 0x9cdl AAAA malwaresamples. com
486 0.19158900192.168.1. .168.1.10 53 54504 standard query response Ox9cdl
738 35.2107440192.168.1. .0.0.251 5353 5353 standard query 0x0000 PTR _homekit._tcp.local,
792 10.7856550192.168. 1. .168.1.1 51618 53 standard query 0x00be A support.mozilla.org
793 0.00907100192.168.1. .168.1.10 53 51618 standard query response 0x00be CNAME prod. sumo
794 0.00080100192.168.1. .168.1.1 58122 53 standard auerv Ox6fcl A prod-to. sumo. moz. works

Ay UAUIOU STaimeru Gusry TESpOISe; WU Srior
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: 0
© queries
© malwaresamples. con: type A, class IN
Name: malwaresamples. com
[Name Length: 18]
[Label count: 2]
Type: A (Host Address) (1)
Class: N (0x0001)

© Answers
& malwaresanples. con: type A, class IN, addr

Name: malwaresamples. com
Type: A (Host Address) (1)
class: v (0x0001)

Time to live: 600

Dpata length: 4






OEBPS/assets/3910d743-88d4-4415-a51f-b597f79a2e9e.png
Routing Table

Destination Gateway Genmask Metric Interface Type
122.476.127.70 0000 255.255.255.255 0 Internet WAN Dynamic
192.168.1.0 0000 255.255.255.0 0 LAN Dynamic
0000 122.476.127.70 0000 0 Internet WAN Dynamic

Refresh






OEBPS/assets/99e6aeb7-3d1a-46a7-b8d1-81d3bf4fb153.png





OEBPS/assets/5c25c4c9-2ced-455a-9e38-b59dcf46f2e3.png
Packb






OEBPS/assets/2ac3ecc3-c57e-41b7-89f7-a5810a29a04b.png
Mapt





OEBPS/assets/c520ccc6-2c83-49ce-b16a-4f29b80b7d22.png





OEBPS/assets/23f96400-142a-4d76-8660-d20da3e38877.png





